
Transporting Confidential Documents

When there is a need to transport KCC documents, which are of a confidential nature i.e. personal to clients, or commercially sensitive, it is important to ensure precautions are taken to reduce the possibility of these being stolen.

As a reminder, this is also a requirement of the Data Protection Act, which requires data must be kept safe and secure, ensuring that information cannot be accessed by unauthorised persons which may include other council staff, departments and elected Members.

Employees should therefore take all reasonable steps to ensure security is maintained when transporting KCC documents between work and home or between workbases. 

Documents should also be transported in such a way as to minimise the opportunity of destruction or loss by ensuring vehicles used to transport them are kept locked and secure particularly when unoccupied. 

The following are good practice guidelines to be followed in conjunction with KCC’s advice on ‘Working at Home – Data Protection Guidance’, and ‘Data Protection Act 1998 – Dos and Don’ts’ which can be found on KNET.

Many thefts from cars are opportunist crimes of items that may or may not be of value, but are visible to a thief. Thefts can occur whilst stationary at traffic lights, moving through slow moving traffic or whilst parked in a drive/car park. They do not necessarily have to occur when vehicles are left unattended in badly lit or deserted places. 

Opportunist thefts take place anywhere, anytime and often within seconds. 

 

· The best guard against theft of confidential documents is to aim to avoid having to transport where there is no absolute need. 

· Avoid transporting complete files. Separate and transport only relevant documents into smaller bundles if possible.

· Do not advertise that you are or will be taking home or transporting items of a confidential nature. 

· Ensure that documents are transported within appropriate bags, folders etc to reduce the risk of loss or damage.   

· Aim to take confidential documents directly home without detouring to go shopping, stopping for petrol etc.

· Paperwork and other valuables should not be kept where they are visible and might encourage opportunist grab crimes

· Documents transported in vehicles should be kept hidden away in a locked boot wherever possible or otherwise kept out of sight.

· Ideally documents should not be left unattended even in locked vehicles especially overnight.

· If you can, take confidential documents with you when you leave your vehicle.

· Aim to park in busy, well-lit areas or where there is CCTV coverage to discourage thieves.

· If leaving your vehicle even for ‘a second’, whilst paying for petrol, using a cashpoint or just popping into a newsagents, ensure your vehicle is secure and that doors, windows, the boot and sunroof are all locked.
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