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1.
INTRODUCTION

The Data Protection Act 1998 came into force on 1 March 2000. It gives all individuals who are the subject of personal data ('data subjects') a general right of access to the personal data that relates to them. These rights are known as 'subject access rights'. Requests for access to records and for other information about those records are known as 'subject access requests.' Personal data may take the form of computerised or paper records.

This document explains the rights of access to personal records and the procedures that must be followed to ensure compliance with the Data Protection Act (DPA). 

2.
INFORMAL OPEN ACCESS POLICY

Kent County Council’s policy is to work in partnership with all service users and their representatives and carers and to involve them in the compiling, maintaining and retention of records wherever possible. Positive sharing of information, with certain safeguards, is one means of creating a more honest and open relationship with those receiving a service. A service user should therefore be actively encouraged to participate in the gathering of information, and should be aware of personal information that is held about them. An open-access approach to the holding of personal information should reduce the number of occasions when a service user needs to make a formal application under the DPA to access their records.

It is anticipated therefore that on occasion individuals will verbally request access to their records in the course of contact with our services. In these circumstances, provided there is nothing contained within the local file that should not be disclosed or which could be damaging or cause distress to the applicant or another person, the professional responsible for that contact may choose to supervise the applicant’s inspection of their records. This request will not require completion of a formal application form or payment of a fee but the request and details of the disclosure should be recorded and shared with the individual in line with the provisions of the Act.

However, in the absence of such local arrangements, or if the professional is not prepared to allow informal access for any number of reasons (including the possible sensitive nature or legal context of the content, or if copying the record involves a large amount of work) the applicant should be encouraged to exercise his/her formal right of access under the DPA. This application should be made in writing by completing the form shown at Appendix A and paying the appropriate fee. The process to be followed when responding to formal requests for access to records is described in Section 3.

The formal application process applies when:

· The applicant wishes to access several large or complex files

· Several elements of the record are not held locally
· The applicant is no longer a current service user

· The applicant is not the data subject

· There are legal or other sensitive issued involved

Or if the applicant makes a formal application

3.
FORMAL PROCESS FOR RECORDS ACCESS UNDER THE DPA

Under current legislation individuals (or data subjects) have a right to make requests to access the information we hold about them. When a formal request for access is made under the Data Protection Act; we are required to locate the information we hold and make it available to the data subject within 40 calendar days of receipt of a written request (this may be electronic). 

The 'data controller' is technically the organisation responsible for the data, in this case the local authority as a whole. For practical purposes however, individuals will often approach their Directorate directly. There is an authority-wide process for managing subject access requests if formal requests are received by anyone in any Directorate, these should be referred to your Directorate Co-ordinator. Once the request is referred to the Directorate Co-ordinator they will liaise with the data subject on behalf of the council and ensure a coordinated approach is applied where appropriate. You should not respond directly to the data subject without consulting your Directorate Co-ordinator first.
Data subjects have a right to access their information which means they have a right to view the material, with support if the information may cause them distress or require explanation. They have a right to a permanent copy unless it involves a ‘disproportionate effort’ to obtain it, for example if the printed version is very lengthy or the information is archived remotely and there is a charge for retrieval. If this is the case they must still be given the opportunity to view it, or it may be decided that the benefit to the individual outweighs the effort involved and a copy would therefore be produced for them.

The council will charge a fee of £10 for responding to a subject access request. Please note that there are different fee structures for some records, for example Education records. The council can also ask for any information they need in order to verify the identity of the person making the request and to enable them to locate the data (for instance names of relevant staff, dates of contact with the Directorates.) The 40 day period begins from the day the fee and sufficient information to enable a search are received.

We may hold the information electronically, including e-mail and CCTV footage, and in our manual filing systems anywhere in the county and several files may exist for the same applicant – all of which makes compliance within the timeframe a very complex task. There are also various rules about what information can and cannot be shared with the applicant and for these and other reasons files relating to the data subject may need to be reviewed by Legal Services before information is made available to the applicant. (Please see Section 5 before involving Legal Services. If they do need to be involved, the Directorate Co-ordinator will arrange this.)

However it should be stressed that the responsibility for reviewing files must lie with those who compile the records, know the clients or staff making the request, and have the professional expertise to handle access sensitively. If records are requested by or on behalf of former clients or staff, these may be reviewed by the last known worker or by an appropriate professional with expertise in the relevant service area, or centrally at HQ if this is supported with local assistance and advice as required. 

What follows is a description of the ‘subject access request’ process but you may also find it useful to refer to the flowchart shown at Appendix B.

· Upon receipt of a formal application for access to an individual’s record the Directorate Co-ordinator will confirm the identity of the data subject (or the individual making the request on their behalf), ensure that enough information has been received to begin a search and collect the fee.

· The appropriate Directorate Co-ordinator will carry out a search to identify what information is held about the data subject and where manual records may be located. Having identified the appropriate practitioner or manager who has knowledge of the individual the request is forwarded to them, accompanied by a ‘Disclosure Summary’ proforma (a copy of which is shown at Appendix C) and guidance notes. It is the responsibility of the local practitioner or manager to complete the Disclosure Summary as fully as possible. The Disclosure Summary will become the permanent record of what was disclosed to the applicant and what was withheld.

· Upon receipt of the request for retrieval of information from the manual records, the files should be located and reviewed. In principle individuals have a right to be given a copy of all the information contained in their files. There are, however, times when the Act allows the Directorate to withhold some information. The main exemptions are explained in the next section and care should be taken to ensure compliance with these. (See Section 5 for Legal Exemptions.) 

· Data subjects are entitled to be told if any personal data is held about them and, if it is, to be given a description of the data; to be told why the data is being held (for what purposes); to be told who the data has been/may be given to; and to be given a copy of the data with any technical terms or abbreviations explained. If any information is being withheld advice should be sought on whether or not the data subject should be told. The fact that information is being withheld is potentially as harmful to an individual as the information itself, and the reasoning leading to non-disclosure must be capable of withstanding legal challenge. 

· The Disclosure Summary proforma at Appendix C allows for all of the above to be recorded in a structured way. This form also allows for the details to be recorded of an appropriate professional who can be nominated to meet with the applicant if required to provide explanation of the content or respond to queries. If the disclosure is to be in person, provided there are no legal issues to be resolved, only the pro-forma need be returned to the Directorate Co-ordinator. The papers for release should be provided to the appropriate professional who will be meeting with the applicant and handling the disclosure.

It is important to note that files need to be reviewed, copies prepared and papers returned to the Directorate Co-ordinator with enough time allowed for legal advice to be sought if necessary and for disclosure to the applicant to take place within the 40 day time limit.  

4.
LEGAL EXEMPTIONS

It is important to state here that legal advice should only be sought when the Authority is seeking to withhold information from the applicant that would ordinarily be released to them. This should only be a very small proportion of cases and Legal Services should NOT be sent files to go through except in cases which are particularly complex or where care proceedings or other litigation is ongoing. Much of the advice and guidance about what can and cannot be disclosed to data subjects is contained within this section. Specific queries about individual access requests should be dealt with by first contacting your Directorate Co-ordinator who will advise on whether legal advice should be sought. If legal advice is required a member of Legal Services may wish to contact the practitioner direct as they will have a working knowledge of the file concerned and of particular documents. 

In principle, individuals have a right to be given a copy of all the information contained in their files. However, the Secretary of State has the power to exempt us from providing data subjects with access to their data in certain circumstances. There are numerous exemptions within the DPA so this is not an exhaustive list, only those with particular relevance to the Authority or of a general nature that apply to all agencies are included below.

Third Party information: If the information on a file identifies other people, then it will often be right to remove that information or edit the records so as not to reveal the identity of the third parties, unless the third parties have agreed to the disclosure. (This is less likely to apply to information identifying social workers or other professionals unless to disclose it would cause them serious harm.) Reasonable steps must be taken to obtain third party consent to disclosure. If the third parties cannot be located or do not respond it is acceptable to still consider disclosure if the information is of particular importance to the data subject. The European Court of Human Rights has ruled that in certain circumstances access to data, including third party information is so important to the data subject that their rights over-ride the third party’s right to confidentiality. This must be taken into account when dealing with sensitive information. Any decision to reveal third party information of this nature should be handled at an appropriate level and with legal advice sought if necessary.

Information likely to cause serious harm or distress: If the disclosure of the information would prejudice the carrying out of social work because it would be likely to cause serious harm to the physical or mental health or emotional condition of the data subject or any other person; it should not be disclosed without the written consent of an appropriate social care or health professional.

Disclosure prevented by the data subject: If, in the case of requests made on behalf of the data subject by a person able to exercise their legal rights, the data subject has expressly asked that some or all of the information should not be disclosed, or if they have provided the council with information on the assumption that it will not be disclosed, then it should not be disclosed.

Absence of or invalid consent to disclosure: If the data subject is considered incapable of giving valid consent to disclosure (i.e. they do not have the capacity to understand the nature/implications of the access request), or if it is suspected that the consent was obtained under duress by someone acting on their behalf, or on the basis of misleading information, then access should be refused. 

Crime and Disorder: If the disclosure of the information is likely to hinder the prevention or detection of a crime, the prosecution or apprehension of offenders, or the assessment or collection of any tax or duty, the information should be withheld. 

Legal professional privilege: If the information is general legal advice or advice which relates to anticipated or pending legal proceedings it is subject to ‘legal professional privilege’. The disclosure of any communication to or from a legal advisor to another person (including the data subject) should not take place unless this has first been discussed with the legal advisor concerned.

Records of deceased clients: A request for access to the records of deceased individual will be handled under the provisions of the Freedom of Information Act 2000, as the Data Protection Act only applies to living individuals. However, the same level of respect for confidentiality should be afforded to the records of those who are deceased as is given to those who are living. If the information is contained within the records of a person who has died, access should not be given to any part of the record which would disclose information that is not relevant to any claim which may legitimately arise out of the person’s death or to any information that would breach the confidentiality of a living individual.

Reasonable interval: If the information is in response to a request from a data subject where a reasonable interval has not elapsed since complying with a previous identical or similar request, the request for access can be denied.

References: If the information contains confidential references about the data subject given by a staff member to a prospective employer they are exempt from disclosure. (Confidential references received by a data controller are not covered by the exemption – but ‘third party’ rules still apply to their disclosure.)

For ease of access when queries arise, some of the information on legal exemptions contained within this section is repeated, along with additional information, in the Frequently Asked Questions section (Section 7) of this document.

5.
LEAD RESPONSIBILITY 

The process (as outlined on page 3 of this document and depicted as a flowchart at Appendix B) shows that once the appropriate practitioner or manager is identified to review the files and complete the Disclosure Summary proforma (see Appendix C), a request to do so will be forwarded to them. At the same time a copy of the request will be forwarded to the appropriate District Manager or Team Leader. The District Manager or Team Leader will then have a responsibility to ensure that the necessary information is located and prepared in accordance with these procedures and, if required, to assist and support the practitioner or manager in their task of reviewing the files.

Where more than one District Manager/Team leader is involved, the Directorate Co-ordinator will decide who will take lead responsibility based on either the length of involvement in the case or the most recent contact with the data subject.

6.
COMPLAINTS PROCEDURE

If an applicant receives no response or a late response to a subject access request or if a data subject thinks that there is information to which they are entitled which has been withheld, they have the right to complain to the appropriate Managing Director or to the Chief Executive of the council. If they remain dissatisfied they may either apply to a court for release of their data or contact the Information Commissioner. 

The Information Commissioner’s Office is the UK’s independent public body set up to protect personal information and promote public access to official information.

The Information Commissioner will investigate the complaint and has the power to impose fines or enforcement action on the council.

7.
FREQUENTLY ASKED QUESTIONS

7.1
Who is entitled to make a request?

A subject access request may be made by the individual to whom the data relates irrespective of age or any other criteria. A data subject can make a request through agents such as a solicitor, advice worker, relative or carer, although they will be asked for evidence that the applicant is acting on behalf of the data subject.

In cases where individuals are considered incapable of understanding or exercising their rights (i.e. they do not have the capacity to understand the nature/implications of the access request) for instance because they are too young or suffer from a severe mental disorder, then subject access requests may be made by parents or other persons who are legally able to act on their behalf.

A Directorate may choose to disclose information about a data subject who is incapable of exercising his or her rights to a parent or other third party. However, the Directorate cannot be compelled to make the disclosure if the third party is not acting on behalf of the data subject in law, or if they are not satisfied that the third party is acting in the best interests of the data subject. If consent of the individual has been obtained, the Directorate must be satisfied that they do not suspect the consent was obtained under duress or on the basis of misleading information, before any disclosure takes place. 

7.2
What if a request is received from a child?

Children have the same rights of access to their own personal data as adults, and the same rights of privacy. In some cases children will not be able to make the request for their own records. The rights of access will depend on the legal capacity of children as defined by the law in the relevant country. There is no minimum age in English law. However current practice accepts that, provided a child is considered capable of giving consent, a child of or over the age of 12 years shall be considered to have ‘legal capacity’ – but this does not rule out receipt of a valid request from a child of a younger age, as each request should be considered on its merits on an individual basis. 

When a subject access request is received from a child it will need to be judged whether the child has the capacity to understand the implications of their request and of the information provided as a result of that request. If the child does understand then their request will be dealt with in the same way as that of an adult. If a parent or legal guardian makes a request on behalf of a child the request will only be complied with when assurances are received that the child has authorised the request and that their consent was not obtained under duress or on the basis of misleading information. If the child does not understand, then a request from a parent or legal guardian for the child’s information will only be complied with when assurances are received that they are acting in the best interests of the child.

7.3
What is meant by ‘personal’ information’? 

Personal information includes ‘facts and opinions and any indication of intentions’ which relate to a living individual who can be identified from that information. 

For example, name, address, date of birth, national insurance number, bank account details.

7.4
What is meant by ‘sensitive’ information?
Sensitive information, as defined by the Act, is information concerning: 

Racial or ethnic origin 

Political opinions

Religious beliefs or other beliefs of a similar nature 

Membership of a trade union 

Physical or mental health or condition

Sexual life

Criminal offences

Proceedings or convictions

7.5
What is ‘third party’ information and can we disclose it?

If the information on a file identifies other people, then it will often be right to remove that information or edit the records so as not to reveal the identity of the third parties, unless the third parties have agreed to the disclosure. (This is less likely to apply to information identifying social workers or other professionals unless to disclose it would cause them serious harm.) Reasonable steps must be taken to obtain third party consent to disclosure. If the third parties cannot be located or do not respond it is acceptable to still consider disclosure if the information is of particular importance to the data subject. The European Court of Human Rights has ruled that in certain circumstances access to data, including third party information is so important to the data subject that their rights over-ride the third party’s right to confidentiality. This must be taken into account when dealing with sensitive information. Any decision to reveal third party information of this nature should be handled at an appropriate level and with legal advice sought if necessary.

7.6
What other information can we withhold?

In principle, individuals have a right to be given a copy of all the information contained in their files. However, the Secretary of State has the power to exempt us from providing data subjects with access to their data in certain circumstances. Details of the exemptions that are particularly relevant to the Authority or those of a general nature that apply to all agencies are shown at Section 4. It should be noted that there are numerous exemptions within the DPA so this is not an exhaustive list. 

7.7
Is a service provider a ‘data subject’ in terms of access?

Information may relate to an individual in a business capacity and not just to their private life.  Information about the business of a sole trader will amount to personal data, as information about the business will be about the sole trader.  Although the Act refers to individuals and not other legal entities such as limited companies, there will be situations where information about a limited company or other legal entity amounts to personal data because it relates to a specific individual, for example, the performance of a department.  Information relating solely to the legal entity will not be personal data.


7.8
What is ‘legal professional privilege’?

If the information is general legal advice or advice which relates to anticipated or pending legal proceedings it is subject to ‘legal professional privilege’. The disclosure of any communication to or from a legal advisor to another person (including the data subject) should not take place unless this has first been discussed with the legal advisor concerned.

7.9
Why are client files not examined centrally?

Responsibility for reviewing files must lie with those who compile the records, know the clients or staff making the request, and have the professional expertise to handle access sensitively. If records are requested by or on behalf of former clients or staff, these may be reviewed by the last known worker or by an appropriate professional with expertise in the relevant service area, or centrally at HQ if this is supported with local assistance and advice as required. 

7.10
When and how should I seek advice from Legal Services?

Legal advice should only be sought when the Authority is seeking to withhold information from the applicant that would ordinarily be released to them. This should only be a very small proportion of cases and Legal Services should NOT be sent files to go through except in cases which are particularly complex or where care proceedings or other litigation is ongoing. Much of the advice and guidance about what can and cannot be disclosed to data subjects is contained within Section 4 of this document. Specific queries about individual access requests should be dealt with by first contacting your Directorate Co-ordinator who will advise on whether legal advice should be sought. If legal advice is required a member of Legal Services may wish to contact the practitioner direct as they will have a working knowledge of the file concerned and of particular documents. 

7.11
How should we be using the restricted section of a file?

The restricted or closed section of a file should only contain the following types of information: any information not yet cleared for access, information which ‘would be likely to cause serious harm to the physical or mental health or emotional condition of the data subject or another person’ if it was to be disclosed, case related supervision

notes which cannot be shared with the service user, written advice from legal advisors, personal health information not cleared for access, information (not cleared for access) from or about a third party, adult or child protection forms or minutes of meetings, and information which if not disclosed may prevent a crime. The contents of this section should always be reviewed upon receipt of a subject access request.

7.12
Can I release a deceased person’s records on request?

A request for access to the records of deceased individual will be handled under the provisions of the Freedom of Information Act 2000, as the Data Protection Act only applies to living individuals. However, the same level of respect for confidentiality should be afforded to the records of those who are deceased as is given to those who are living. If the information is contained within the records of a person who has died, access should not be given to any part of the record which would disclose information that is not relevant to any claim which may legitimately arise out of the person’s death or to any information that would breach the confidentiality of a living individual.

APPENDIX A

Data Protection Act 1998 – Request for Access to Personal Information

Held by Kent County Council (KCC)
	Application No .....................(office use only)
	Due Date ……………………….(office use only) 


PLEASE READ THE ACCOMPANYING NOTES BEFORE COMPLETING THIS APPLICATION FORM.          
[image: image1.png]



SECTION 1

Your details * 

PLEASE USE BLOCK CAPITALS

	 Mr/Mrs/Ms/Miss/Dr/Sir/Other

..............................................................
	Forenames

..............................................................

	Surname

..............................................................
	Date of Birth

..............................................................

	Previous surname or also known as (if applicable)

..............................................................
	Date of any change of name

..............................................................

	Address

..............................................................

..............................................................

..............................................................

..............................................................

Post code..........................

Telephone Number (optional)

...................................................
	Previous addresses in the last 5 years

..............................................................

..............................................................

..............................................................

..............................................................

..............................................................

..............................................................


* If you are not the Data Subject and are applying on behalf of someone else, please insert their details above and not your own. Please also complete Section 2
To help us search for and locate your personal information, please provide the following information: KCC Directorate(s) which you think may hold the information you require. Please identify departments where you are receiving or have received services:  An additional sheet may be used if required.
	Children, Families & Education -


Children’s’ Social Services


Education 
	Yes/No

Yes/No
	Environment & Regeneration

(e.g. Kent Highway Services, Environment and Waste)
	Yes / No

	Communities 

(e.g. Youth Offending Services, Drug & Alcohol Team, Libraries, Culture & Sport, Trading Standards)
	Yes/No
	Chief Executive’s Department

(e.g. Finance, Insurance, Law & Governance, Personnel, Property Group, KCC Commercial Services)
	Yes / No

	Adult Social Services


Adults & Older People
	Yes/No
	
	


If there is a particular Office or Unit you have been dealing with, or received information from, for example: Planning Applications, Trading Standards, Highways, Public Rights of Way, Mental Health Unit, Youth and Community Service etc. please give details:

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................






Continued overleaf

Please give any other details to help us with our search; for example: any dates which may be relevant, reference numbers on correspondence or applications, names of responsible

officers, signatories on letters…..

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

.........................................................................................................................

Are you now, or have you been within the last six years, employed by KCC?
Yes/No 

If Yes please provide details of your Directorate / Unit / Team / Dates of employment. etc.

.........................................................................................................................

.........................................................................................................................

I DECLARE THAT I AM THE DATA SUBJECT AND THAT THE INFORMATION GIVEN ON THIS FORM IS CORRECT TO THE BEST OF MY KNOWLEDGE.

Signature...............................................................   Date..................................

	SECTION 2

Applicant’s details * 

PLEASE USE BLOCK CAPITALS
* Please complete this section if you are acting on behalf of the Data Subject and have the Data Subject’s consent. The Data Subject must countersign your application.


I confirm that I am acting on behalf of the Data Subject and have submitted proof of my authority to do so.

	Mr/Mrs/Ms/Miss/Dr/Sir/Other

..............................................................
	

	Surname

..............................................................
	Forenames

.................................................................

	Address ....................................................................

..................................................................................

..................................................................................

..................................................................................

..................................................................................

..................................................................................    Post code..........................

Telephone Number...................................................

Signature of authorised representative. ...........................................................

Signature of data subject ...............................................................................
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Data Protection Act 1998

The information you have provided will be held and used by Kent County Council for the purpose of searching our records and processing your enquiry.  The search process may require us to share this information with partner organisations and other local authorities or agencies that provide services on our behalf.

Please read these notes carefully before completing the details on the form

1.  Who may apply for information? Only the individual who the personal information is about (the Data Subject). This means that you can only apply for your own personal information (referred to as a Subject Access Request). You can not apply for information about anyone else; neither can anyone else apply for information about you. You may wish to nominate someone to be your authorised representative and the information can then be released to them with your consent. Please see paragraph 6 below for access to your child’s personal information.

2.  What does it cost?  KCC charges a fee of £10 for processing requests for access to personal data, which we are entitled to under the Data Protection Act 1998. Please include a cheque / postal order, payable to Kent County Council, with your application form.

3.  How soon will I get an answer?   Within 40 calendar days of KCC receiving your written request, the fee and proof of identity. Please bear in mind that KCC is a very large local authority with over 40,000 employees. KCC is split into five Directorates; each directorate is made up of many operational units. We also work in partnership with many companies, agencies and other local authorities, several of which process personal information on our behalf. It is important to be as specific as possible when requesting your personal information. If we do not have enough information to begin our search, we will write to you and ask you for more details. In these circumstances, the 40 day response time will begin from the day we receive sufficient information from you to proceed.

4.  Will I be able to understand it? Yes. We must provide the personal information we hold in a form that you can understand, explaining any abbreviations. 

5.  Identification.  We must not knowingly give personal information to the wrong person and we must do our best to ensure that the personal information we have been asked for is given only to the person to whom this information refers, or their authorised representative. Therefore, we will be asking you for proof of both your identity and address before we hand any information over to you. If we are posting information, we will send it to the person that the information is about, or their authorised representative. Your signature at the bottom of the form declares that you are that person requesting your own information, or you have authorised someone else to act on your behalf.

6. Children. Children have the same rights of access to their own personal information as adults, and the same rights of privacy. There is no minimum age in English law, but current practice accepts that in general, a child of or over the age of 12 years is considered capable of giving consent. When a subject access request is received from a child, we will assess whether the child has the capacity to understand the implications of their request and of the information provided as a result of that request. If the child does understand, then their request will be dealt with in the same way as that of an adult. If a parent or legal guardian makes a request on behalf of a child, the request will only be complied with when we receive assurances that the child has authorised the request and that their consent was not obtained under duress or on the basis of misleading information. If the child does not understand, then a request from a parent or legal guardian for the child’s information will only be complied with when assurances are received that they are acting in the best interests of the child.

· Requests to see or receive copies of educational records should be made in writing to head teachers.

7.  Please complete and return this form to the address below, together with the £10 fee, proof of identity (e.g. copy of passport or photo driving licence), proof of address (e.g. copy of utility bill or address section of bank statement) and if you are applying on someone else’s behalf, proof that they have given consent.
Send to: 
Corporate Access to Information Officer




Room: SH 1.94, Sessions House, County Hall, Maidstone, Kent. ME14 1XQ.

APPENDIX B

SUBJECT ACCESS REQUEST FLOWCHART

FOR REQUESTS RECEIVED BY KCC
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APPENDIX C
KENT COUNTY COUNCIL

DATA PROTECTION ACT 1998: SUBJECT ACCESS

DISCLOSURE SUMMARY PROFORMA

	Name of Data Subject 


	
	Subject Access Request No.
	

	Directorate
	
	Unit
	
	Unit/Office Location
	

	Contact Name & Job Title
	
	Contact Telephone Number
	
	Appropriate professional nominated to liaise with the applicant if required


	


	Describe the information held. Indicate electronic (E) or

manual (M) data
	Describe the purpose for which the information is being held.

Refer to relevant legislation if appropriate
	List others to whom the information has been or may be disclosed
	Give details of data NOT being disclosed and say why it is being withheld

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


APPENDIX C
KENT COUNTY COUNCIL

DATA PROTECTION ACT 1998: SUBJECT ACCESS

DISCLOSURE SUMMARY PROFORMA

Example

	Name of Data Subject 


	John James Smith
	Subject Access Request No.
	SAR/08/100

	Directorate
	Kent Adult Social Services 
	Unit
	Thanet Adult Team

	Unit/Office Location
	St Peters House

Broadstairs

	Contact Name & Job Title
	Robert Jones – Care Manager 
	Contact Telephone Number
	01843 860000

	Appropriate professional nominated to liaise with the applicant if required


	Details required if applicable 


	Describe the information held. Indicate electronic (E) or

manual (M) data
	Describe the purpose for which the information is being held.

Refer to relevant legislation if appropriate
	List others to whom the information has been or may be disclosed
	Give details of data NOT being disclosed and say why it is being withheld

	1
	Forms & Correspondence (M)

	Carrying out Social Services Functions under the Local Authority Act 1970
	Local Police Authority
	Advice from County Legal Services, protected under ‘legal professional privilege ‘ rule 

	2
	Assessments & Reports  (M) & (E)

	Community Care Act 1990
	
	Third party information – consent to disclose withheld

	3
	
	
	
	


APPENDIX D

THE DATA PROTECTION PRINCIPLES

SUMMARY OF THE 8 DATA PROTECTION PRINCIPLES :

Principle 1 - 

Personal data shall be processed fairly and lawfully.
Principle 2 - 

Personal data shall be obtained for one or more specified and lawful purposes, and shall not be further processed for any other purposes.
Principle 3 - 

Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which it is processed.
Principle 4 - 

Personal data shall be accurate and, where necessary, kept up to date.

Principle 5 - 

Personal data processed for any purpose shall not be kept for longer than is necessary for that purpose.

Principle 6 - 

Personal data shall be processed in accordance with the rights of data subjects and therefore accessible to them.

Principle 7 - 

Appropriate technical and organisational measures shall be taken to protect personal data from unauthorised or unlawful processing and from accidental loss, destruction or damage.

Principle 8 - 

Personal data shall not be transferred to a country or territory outside the European Economic Area unless they can ensure an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
APPENDIX E

Data Protection Act Glossary of Terms

Data Controller (Data Protection Act) 

A person who determines the purposes for which, and the manner in which, personal information is to be processed. This may be an individual or an organisation and the processing may be carried out jointly or in common with other persons.

Data Processor (Data Protection Act) 

A person, who processes personal information on a data controller's behalf. Anyone responsible for the disposal of confidential waste is also included under this definition.

Data Subject (Data Protection Act) 

This is the living individual who is the subject of the personal information (data).

Enforcement Notice (Data Protection Act) 

The Information Commissioner has the power to serve an enforcement notice if he is satisfied that a data controller has contravened or is contravening the data protection principles. The notice must set out the steps that the data controller must take to comply with the relevant requirements of the Act. The notice may be appealed to the Information Tribunal which may confirm, amend or overturn it. However, in the absence of an appeal, if the data controller fails to comply with a notice, a criminal offence is committed.

Information Notice ( Data Protection Act and Freedom of Information Act ) 

An information notice is a written notice from the Information Commissioner to a data controller or a public authority seeking information that the Commissioner needs to carry out his functions. Failure to comply with an information notice is an offence.

[image: image3.png]


 Information Padlock/Signpost (Data Protection Act)  

This symbol (designed by the Information Commissioner and the National Consumer Council) acts as a signpost, so that people can tell at a glance that personal information about them is being collected and processed.

http://www.ico.gov.uk/upload/documents/pdfs/padlock_signpost_22_05_06.pdf
Information Tribunal (Data Protection Act and Freedom of Information Act) 

The Information Tribunal hears appeals by data controllers against notices issued by the Information Commissioner under the Data Protection Act and appeals by a public authority against enforcement notices and information notices under the Freedom of Information Act. It will also hear appeals against decision notices by a complainant or a public authority.

Notification (Data Protection Act) 

Notification is the process by which a data controller's processing details are added to a register. Under the Data Protection Act every data controller who is processing personal information needs to notify unless they are exempt. Failure to notify is a criminal offence. Even if a data controller is exempt from notification, they must still comply with the data protection principles. The Commissioner maintains a public register of data controllers available at www.ico.gov.uk . A register entry only shows what a data controller has told the Commissioner about the type of data being processed. It does not name the people about whom information is held.

Personal Data (Data Protection Act)
Personal data means information about a living individual who can be identified from that information and other information which is in, or likely to come into, the data controller's possession.

Processing (Data Protection Act) 

Processing means obtaining, recording or holding the data or carrying out any operation or set of operations on data.

Subject Access Request (Data Protection Act) 

Under the Data Protection Act, individuals can ask to see the information about themselves that is held on computer and in some paper records. If an individual wants to exercise this subject access right, they should write to the person or organisation that they believe is processing the data.

A subject access request must be made in writing and must be accompanied by the appropriate fee. In most cases, the maximum fee will be £10, but this can vary, particularly if the information requested is for health or educational records. If a subject access request is made to a credit reference agency, then the fee is £2, and the information must be provided within seven working days. A request must include enough information to enable the person or organisation to whom the subject is writing to satisfy itself as to their identity and to find the information.

A reply must be received within 40 days as long as the necessary fee has been paid. A data controller should act promptly in requesting the fee or any further information necessary to fulfil the request. If a data controller is not processing personal information of which this individual is the data subject, the data controller must reply saying so.

Provided by the Information Commissioner’s Office.

APPENDIX F

LEGAL AND ETHICAL COMPLIANCE IN CASE NOTE RECORDING

We all have responsibilities and obligations to respect an individual’s confidentiality and privacy and to ensure that what we record about them is accurate, relevant and up to date. When completing case notes practitioners should keep in mind that most information could be legitimately accessed by the service user, and service users should be encouraged to contribute their own information to their case notes.

The following questions should therefore be considered when recording:

· Is the information factually correct?

· If this is an opinion, judgement or suspicion, have I made it clear?

· Can I safely record what I have been told?

· Would the service user share my opinions?

· If not, what would the service user be saying?

The Data Protection Act requires that we do not retain data in our systems (manual and electronic) that could be damaging or cause distress to individuals if they become aware of the data. To ensure continued good practice in case note recording, inappropriate, insensitive or derogatory comments should not be recorded and should be removed wherever they are discovered in individual’s files.

	GUIDANCE NOTES



	Personal information must be accurate and kept up to date



	Personal details of family members, carers and friends should not be revealed to others without their consent 



	There is a requirement to obtain consent from a health professional before disclosing medical reports and diagnoses



	Consent must be received from third parties before disclosing information they have provided



	Records should be concise, relevant, unambiguous and written in plain language with technical terms and abbreviations avoided or explained



	Only those who have a legitimate ‘need to know’ specific items of information should have access to them



	All advice from County Legal Services must be filed in the restricted section to prevent inappropriate disclosure



	Information should be stored in the restricted section if it is not yet cleared for access, or if it is information which ‘would be likely to cause serious harm to the physical or mental health or emotional condition of the data subject or another person’ if it was to be disclosed



	Service related information that does not contain personal, financial or commercially sensitive data can be freely disclosed




Please note: contents shown in sections/modules are examples only

	ADULT CLIENT FILE SECTIONS

(taken from ‘Case Recording with Care in Kent Adult Services’, 

updated April 2006)
	C & F CLIENT FILE MODULES

(taken from ‘Children & Families Recording & File Management’, 

updated Feb 2005)



	1


	Key Information

Basic Details, Key Facts, 

Current Care Plan, 

Current Care Package, 

Current SDO/FAN


	0
	Front Sheet

Key Contacts, Chronology, Genogram or Family Tree,  

Current Risk Assessment



	3


	Contact Sheets

Contact Sheets, 

Supervision Decision Sheets


	1
	Running Records

Casework decisions & interventions



	
	
	2
	Supervision Records

Case related decisions



	
	
	3
	Referrals to Directorate

Referrals received, 

including Out of Hours Referrals



	2


	Assessments & Reviews

Current Referrals,

Assessment Documents, 

Eligibility Criteria, Reviews,

Risk Assessments, 

Case Conference Minutes (if cleared), Historic Care Plans
	4
	Assessments, Plans & Reviews

Arrangements for contact,

Arrangements for placements, 

Placement approval forms, Leaving Care forms, 

Cleared Police Check forms, 

Historic Risk Assessments



	
	
	5
	Child Protection

All Child Protection documentation including reports and minutes (if cleared), except Running Records



	
	
	6
	Health & Education

Health & Educational histories, assessments and plans, including any statements of Special Educational Needs



	6


	Correspondence

All letters except Finance, 

Out of Hours faxes


	7
	Correspondence

All correspondence cleared for access, including internal memoranda and emails




Please note: contents shown in sections/modules are examples only
	ADULT CLIENT FILE SECTIONS

(taken from ‘Case Recording with Care in Kent Adult Services’, 

updated April 2006)
	C & F CLIENT FILE MODULES

(taken from ‘Children & Families Recording & File Management’, 

updated Feb 2005)



	5


	Departmental, Admin & Legal

Historic SDO/FAN, 

Historic Referrals/Amendments, 

Individual Contract Requests, Court Protection, 

Powers of Attorney


	8
	Legal

All information relating to legal processes including all court papers (except advice from County Legal Services), and Criminal Injuries Compensation Authority papers



	4


	Finance

Finance Letters re: Placements,  Direct Debits, Debt letters, Benefit information


	9
	Administration

All non-casework administration such as Change of Circumstance forms, Change of Legal Status, Movement forms, Finance forms



	7


	Restricted Section

Adult Protection information,

Case related information not cleared for access,

Health and other Third Party information not cleared for access
	10
	Restricted Section

Information relating to Adoption, 

Child Protection information not cleared for access, 

All County Legal Services’ advice, Case related information not cleared for access, 

Health and other Third Party information not cleared for access







An appropriate professional is nominated to meet with the applicant if explanation & support is required








Proforma and/or pack returned to Directorate Co-ordinator by due date








Records located, reviewed & redacted by those who are familiar with the data subject








Copies of relevant papers are made with any technical terms or codes explained








Legal advice sought if required via the Directorate


Co-ordinator





The Disclosure Summary proforma is completed clearly stating what can and can’t be disclosed & why


(copy to be retained on file)





Deadline stated for completion of 


local searches








Operational Unit to search & retrieve information from manual & electronic records (including emails)





Y





N





Co-ordinator confirms enough info received to begin search along with the fee 








Applicant informed by Co-ordinator of date they will receive a reply i.e.


40 days from receipt 








Co-ordinator passes request to appropriate operational unit






























































Applicant contacted





Request passed to Directorate


 Co-ordinator 
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