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Guidance for Producing
an Encrypted Census
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Kent County Council — Guidance for Producing an Encrypted Census2010 Version 1.0
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1.1. What is TrueCrypt?

More and more of the data collected in the School Census is of a sensitive and personal
nature. As the file produced is in XML file format there is no security on the file which in
turn could mean the data is accessible by any user that has access to the area where
these XML files are stored. In addition any user who has administrator rights to the school
IT network would also be able to access these files.

With this in mind EIS has developed a means of providing security for the files produced
for the School Census. This solution, if adopted by schools will effectively encrypt the files
when they are saved on the schools system making them inaccessible to any user who
does not have the password to unlock the encryption software.

When a legitimate user has need to edit or use the file for any purpose this user will put in
the password which will unencrypt the file and provide access to it.

1.2. Control an Encrypted Census

1. Once the encryption software is installed, open the Start menu and navigate to
Programs | EIS TrueCrypt and run “Create Encrypted Census”.

(@l st Program tsoees are Dt

'I_._; Wncks Caliaog

Windows XP Professional

2. Click the Student Census button and the automated process will begin.

i Census Selector = 3 |

Fleaze choose the censzus pou wish to create

Student Cenzus

"Whork Force Census

E xit |
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IMPORTANT NOTE: Whilst running, please do not touch the keyboard or mouse unless
prompted to do so.

3. The installation process will pause after a few seconds with the message shown below.

NOTE: Take the time to read the recommendations for selecting a strong password.
Although there are no requirements for the password, it is highly recommended that
one matching the recommended criteria is used.

Enter Password

i Pleaze enter your choosen pazsword and click Mext. Please read the infarmation below the pazswaord figlds to help pou
choose a secure password

Please click OK
4. Enter your chosen password, confirm your password and click Next.

IMPORTANT NOTE: Do not forget your password as itis NOT possible to ‘break in’ to
the encryption. If you do forget your password the file will be inaccessible. It is
recommended that the password be written down and placed in an envelope which should
be sealed and your signature placed across the envelope flap before being placed in a
secure lockable location e.g. a safe. If for any reason the password is forgotten the
password can then be retrieved from the envelope.

E* TrueCiypt Volume Creation Wizard

Volume Password

P. : |.. smeam

= ixn::1

™ Use keyfiles
™ Display password

It i wery important that you choose & good password. “You should aveid
chaozing one that containg only a single word that can be found in &
dictionary [of a combination of 2, 3, or 4 such words]. It should not
contain any names of dates of birth. It showld not be easy lo guess, A
good password is a random combmation of upper and lower case
letters, numbers, and special characlers, such az @ "= § % + slc, We
recommend choosing & pazsword consisting of more than 20 charactess
[the langer, the better]. The maximum possible length is 64 characters.

Help < Back Mest > ] Cancel I
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If a short password is chosen, you will see the following warning. Click Yes if you are
happy with your password or No to return to the previous step to choose another stronger

password.

TrueCrypt Yolume Creation Wizard 5] |

' WARMIMNG: Short passwords are eazy to crack uzing brute force technigues!
L

We recommend choozing a pazsword conzizgting of more than 20 characters, Are pou gure you want to uze a zhort
pazsword?

5. After a short time you will be asked to move the mouse cursor around for 5 seconds.
There is no need to click on any buttons as the process will automatically continue.
The random nature of mouse movement will help to create a strong level of encryption.

b TrueCrypk Vohsare Creation Wized =00 %]
T — Volume Formal

Dptors
Fluylbm.|-'.1.r - ﬂ.ﬂnlr\gle_p;ﬂ ™ Dyramic

Rardom Posd: BESFDAESEL 459500E53EDS1RGSELDFTS W
e vt idormaton x|

1 ) Pheass move the mouse cursor randonily o 5 seconds

0 = wgnit
noreses B cryphographic strength of the encrpphion ks, Then
chek Farmat 1o ermata the v,

v | cpes | pena | cewdd |

6. Once the encrypted file is created, you will be prompted to enter your password to
validate it, click OK.

Validation ]|

L]
\l|) “'ou will now be prompted for your pazsword to validate the created file

7. Now enter the password you chose earlier and then click the OK button.

Enter password for 5:A5IM5A\CensushStudentCenzus_enc |

Pazzword: I | ak. I

[T Cache passwords and keyfiles in memony Cancel |

[ Display password
[T Use keyfiles Eeyfiles... | Mount Options. .. |
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8. After the password has been validated, a confirmation message will be displayed.
Click OK.

Complete | X| |
L.}
\lj) Process Complete

9. The main encrypted Census Selector creation screen will be displayed again. If you
are responsible for also creating the School Workforce Census then you can run
through the process again by selecting the other census option or click Exit to finish.

IMPORTANT NOTE: If you choose to create the additional census file then a second
different password should be chosen. The same password should NOT be used for
both census files.

Please remember it is important that you do not forget your password as it is not possible
to ‘break in’ to the encryption, if you do the file created will be inaccessible.

It is strongly recommended that the password be written down and placed in an envelope
which should be sealed and your signature placed across the envelope flap before being
placed in a secure lockable location e.g. safe. If for any reason the password is forgotten
the password can then be retrieved from the envelope.
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1.3. Create & Edit an Encrypted Census File

Once you have created the encrypted census file you will need to do the following each
time you want to create or edit a School Census file from within the SIMS software.

1. From the Start menu navigate to Programs | EIS TrueCrypt and run Control
Encrypted Census. The Census Selector window will appear.

p— 7] SimeE Appicatons F
!j\ Motepad Jﬂ “windows Mobile Besources

— & Microzoft ActiveSpnc

=] 5IM5 FMS Moo = -

ﬁ Jﬂ CHS Server Application »2.0  »
7] Mcafes 3

g Contral Encrypt = Microsoft Office 3

J

Adobe Reader 8
EIS TrueCrpt r i Control Enciypted Cenzus

-

All Programs

'l

Create Encrypted Census
a0 fig -
F ITRFE AT UIVE,
Iif Start J & é J ] Microsoft Wword

2. From the Census Selector window select the census you wish to access by clicking the
appropriate button.

i Censzus Selector == E3

Fleaze chooze the cengsus pou wish bo access

Student Cenzuz

Wark Force Census

E it |

3. You will be prompted for your password. Please enter your password and click on OK.

Enter pazsword For 5:15IM5ACensus\StudentCensus.enc

Password: I “““““““ ok, I
[ Cache passwords and keyfiles in memaorny Cancel |

[" Dizplay pagsword
™ Use keyfiles Kepfiles... | Maunt Options... |

4. The TrueCrypt software will create a new ‘Encrypted Virtual Drive’ in My Computer and
will be assigned the letter B: automatically. The real location of this encrypted area is
FASIMS\Census (although some systems will be using other drive letters such as C or
S or T or X).

IMPORTANT NOTE: Please ignore the description given to the B: drive of 5¥4 Floppy
as this is simply the default descriptor used by Windows for the B: drive. EIS decided to
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use the B: drive for this purpose because we needed to use a drive letter that would be
available on all systems irrespective of who configured them and as B: is no longer in
common use it seemed sensible to use this drive letter.

By oo N E
Fil=  Edit “iew Favortes Tools Help | l‘}'
L sk = E b ‘ ' Search Folders ‘ & 3 x ) ‘ [

Agdrassl 4 My Computer j a Go
Mame | Type | Total S\zel Free Spacel Comments

Hard Disk Drives

S SYSTEM (] Local Disk 7.98 GB 370 MEB

G DATA D] Local Disk 3.599GB 1.71GE

Devices with Removable Storage

g 3% Floppy [2:] 3¥-Inch Floppy Disk
A CD Drive [E2] CD Drive
Remcvable Disk
“* Removable Disk (G:) Fiemovable Disk

Network Drives

S Eix_sims on Eis-vdev-sims’ [5:) Metwork Drive 9939 GB 1.71GE

2% Shared Folders on " host' [2:] Metwork Drive 0 bytes 0 bytes
DOther

B Mobile Device System Falder

5. Once your password has been accepted you will be asked if you would like to run

SIMS.net so that you can start working on your School Census. If you want to start
SIMS.net click Yes or if SIMS is already running click No.

Run SIMS

j:/" Would you ke ta run SIMS?

HNo |

6. Within SIMS.net, please direct all census output to the B: drive.

In SIMS.net, go to Routines | Statutory Returns | School Census and change the
School Census Folder to B:\. -

\ N
\ N
\ .
N
ESIMS .net: Green Abbey School o
Focus  Pepots  Routires  Tooks  window  Help \
o] < 2 - Y= ] & | R EE .
Back Fonward g o 'w F’ = .%-ﬂ E" h I‘_L__: L_‘E fa] ‘LO ﬁ E‘w Lg 2_.-; N
SIMS Shortcuts  [W% Census Returnfor Spring Tem /
SIMS | BiNaw M Search £ Open 37 Delete Nest 40 Previous | (3] Copy -
Capita ___’/
s S | S chool Census Foider [B:% \ I
Attend.
Lot [ Desciption [ File Name [ 8ge atDate | Census Date | Date Created | Valdated
s |

For security reasons, once you have finished working with either census, please run the
Control Encrypted Census utility again. This time you will only have the option to Unmount
the drive. Clicking this button will remove drive B: and lock its contents.

If you need to make further changes to either census you will require the B: drive to be

recreated by following items 1 to 3 above but please remember to unmount the drive each
time you finish working with either census.
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IMPORTANT NOTE: If you do not Unmount the drive after you finish working on your
School Census or School Workforce Census then the XML data file will not be secure.

i Census Selector !EIE

Fleaze choose the census pou wish to access

Unmaunt Drive

\!L,I) Encepted diive successfully unmounted

IMPORTANT NOTE: When sending your School Census file via EMS/ONE Online you will
first need to enter your TrueCrypt password. This will allow you to see the B: drive to
select your file for submission.
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